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http://sonomacounty.ca.qov/CDC/Homeless-Services/Providers/

Procedure for the Submission of Participant documents
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HMIS participant numbers for whom the documents are requested. Subrecipients will
respond to the SCCDC file request with how they will be submitting the required
documentation within 48 hours of the SCCDC email.
3. Methods for the submission of documentation may include:
a. Encrypted email, or
b. Password protected USB flash drive, or
c. Other approved forms of secure transmission to be agreed upon by the SCCDC

Instructions to open an encrypted document from the SCCDC

Subrecipients can find instructions on how to respond and open an encrypted email from the
SCCDC by following the directions in the link below:

http://sonomacounty.ca.gov/ISD/How-To-Instructions/Opening-an-Encrypted-E-mail/

Guidelines for submission of documents via encrypted email

Subrecipients will notify the SCCDC they will be using encrypted email to send participant
documentation to the SCCDC within 48 hours of the SCCDC email request for participant
documentation. The ability to encrypt an email may not be available via all email servers.
Subrecipients should find out if email encryption is possible before Monitoring to expedite the
submission of the participant files/documentation to the SCCDC.

Subrecipients should send any instructions to the SCCDC for opening the encrypted document,
if applicable.

If the SCCDC is not able to open an encrypted email, the subrecipient will be requested to
submit the participant file/documentation via USB flash drive.

Guidelines for submission of documents via password-protected USB

If the subrecipient is submitting documentation via USB, they must notify the SCCDC within 48
hours of the SCCDC email request for participant documentation. SCCDC staff will coordinate
with the subrecipient for a drop-off time and location of the USB. Subrecipients must drop off
the USB before the deadline set by the SCCDC for the required participant documentation.

Instructions for password protecting a USB:

1. USB drives will be encrypted using BitLocker on Windows for all PC devices. Doing so will
encrypt the flash drive and require a password to unlock the contents on the flash drive.

2. When creating a password, follow strong password requirements. Do NOT use the same
password from other systems.
3. The subrecipient should have a designated staff member who will hold the recovery key in
case it is ever required.
a) Do NOT store the password at the same location as the USB drive
i. (e.g., a post-it note with the password attached to the encrypted USB drive).
4. After a copy of the covered data has been placed on the USB drive:


http://sonomacounty.ca.gov/ISD/How-To-Instructions/Opening-an-Encrypted-E-mail

a) Verify that the USB drive and password work by following instructions to read the
encrypted covered data.
b) If applicable, securely delete unencrypted covered data following secure deletion

guidelines.
5. USB drives should have the following Identifying Information:

a) Title (Project Name)
b) Data owner (Subrecipient name)
c) Encryption date
6. When unattended, storage of the USB drive should be in a secured and locked location (e.g.,
cabinets, lockboxes, etc.) where access is limited to users on a need-to-know basis.

7. After SCCDC staff receives the USB drive, subrecipients will email the password to SCCDC
staff.

Upon completion of the file review, SCCDC staff will coordinate with the subrecipient to return
the USB drive to the subrecipient.

Please contact Chuck Mottern at chuck.mottern@sonoma-county.org if you have any questions
about this process.
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